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Characteristics of Symmetric Cryptosystem  
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Characteristics of Symmetric Cryptosystem  

• Advantages: 
– speed of computation 
– simple to generate the key 

• Disadvantage： 
– Key distribution problem(How to establish 

secure channels in advance?) 
– Key management problem (Too many keys)  

• Number of keys needed：n*(n-1)/2    for n persons 
– Can not provide non-repudiation 

evidences(because the same key is shared by 
the sender and recipient) 
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Asymmetric cryptosystem 
(public-key cryptosystem)  

• In 1976, Diffie and Hellman published a paper named 
“New Directions in Cryptography” 
– Innovative concept of the public-key cryptography 
– In the paper, they published a public-key crypto algorithm: 

• Diffie-Hellman Key Exchange Algorithm 

 asymmetric cryptosystem 
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Characteristics of Asymmetric Cryptosystem 

• In the Public-Key Cryptosystem，each key pair include 
a public key, which will be made known to the public, 
and a private key, which must be keep in secret; 

• Any two key pairs will not share the same public key or 
private key; (uniqueness characteristic) 

• Data encrypted by a public key can only be decrypted 
by its corresponding private key; (confidentiality 
characteristic) 

• Data encrypted by a private key can only be decrypted 
by its corresponding public key; (signature 
characteristic) 

• Although a public key and its private key have 
mathematical relationship, it is in practice impossible to 
figure out the private key from the public key. (security 
characteristic) 
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Public-Key Cryptosystem-- Confidentiality 
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Public-Key Cryptosystem-- Signature 
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RSA Algorithm(1/2) 

• In 1978, Ron Rivest, Adi Shamir, and Len 
Adleman of MIT published a public-key crypto 
algorithm named RSA Algorithm 

• Key Generation 
– Select p, q  p and q both prime 
– Calculate n = p X q 
– Calculate φ(n) = (p-1)(q-1) 
– Select integer e  gcd(φ(n), e) = 1; 1 < e < φ(n) 
– Determine d  d ≡ e-1 mod φ(n) (i.e., ed ≡ 1 mod φ(n)) 
– Public key  KU = {e, n} 
– Private key  KR = {d, n} 
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RSA Algorithm(2/2) 
• Encryption 

– Plaintext  M < n 
– Ciphertext C = Me (mod n) 

• Decryption 
– Ciphertext C 
– Plaintext   M = Cd (mod n) 

• Security 
 If one can factored n into prime numbers p 

and q, then it can derive d (the private key) 
 However, if n is big enough(e.g., 1024 bits, 

around 276 decimal digits), it is a hard 
problem to factor n into prime numbers p 
and q 
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Example of RSA Algorithm (1/2) 

• Key Generation 
– Select two prime numbers, p = 7 and q = 17 
– Calculate n = p X q = 7 X 17 = 119 
– Calculate φ(n) = (p-1)(q-1) = 6 X 16 = 96 
– Select integer e such that gcd(φ(n), e) = 1 and 1 < e < 
φ(n); in this case, e = 5 

– Determine d such that d ≡ e-1 mod φ(n) (i.e., ed ≡ 1 mod 
φ(n)). The correct value is d = 77, because 77 X 5 = 385 
= 4 X 96 + 1 

– Public key  KU = {e, n} = {5, 119} 
– Private key  KR = {d, n} = {77, 119} 
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Example of RSA Algorithm(2/2) 
• Encryption 

– For a plaintext input of M = 19 
– Ciphertext C = Me (mod n) = 195 (mod 119) = 66 

• 195 / 119 = 2476099 / 119 = 20807 with 66 remained 

• Decryption 
– Ciphertext  C = 66 
– Plaintext  M = Cd (mod n) = 6677 (mod 119) = 19 

• 6677 / 119 = (1.27…X10140) / 119 = 1.06…X10138  with 
19 remained 
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Characteristics of Asymmetric Cryptosystem 

• Advantages 
– Everybody only needs to protect its own private key 
– Simply the Key Distribution Problem 
– Simply the Key Management Problem 
– Can provide non-repudiation evidences (Digital Signature) 

• Disadvantages 
– The speed of computation is slow (because the algorithm is more 

complex) 
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Hash Function 

• With any size of input message, a hash unction will 
generate a fixed output, named “Message Digest” 

• one-way 
• collision resistance 
• The speed of computation  
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Some famous Hash Function 
Hash Function 
 

Size of Digest 
 

Inventor 
 

Message Digest 2 
(MD2) 

128bits 
 

Ron Rivest 
 

Message Digest 4 
(MD4) 

128bits 
 

Ron Rivest 
 

Message Digest 5 
(MD5) 

128bits 
 

Ron Rivest,1992 
 

Secure Hash Algorithm 
(SHA)及SHA-1 

160bits NIST/NSA,1992 
 

• There are also SHA-256、SHA-384, andSHA-512, which are already approved by 
NIST of USA（published in NIST FIPS PUB 180-2 on 2002/08/01）, the new 
generation of Hash Function. 

• In Crypto Rump Session Aug. 2004，China Professor  Xiaoyun Wang announced 
the break of MD4、MD5、RIPEMD, and HAVAL algorithm, and also announced in 
Feb. 2005 that the team had found a method a reduce the complexity of finding 
SHA-1 Collision from 280 to 269. 

• In 2010, NIST announced that SHA-1 must not be use anymore, the federal 
government should use SHA-256、SHA-384, or SHA-512 instead. 
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Digital Signature（Hash Function 
+ Public-Key Crypto Algorithm） 
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Digital Envelope 
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Digital Envelope + Digital Signature 

• With the use of Digital Envelope and Digital Signature 
mechanisms together, the crypto technologies can 
support the needs of confidentiality, integrity, 
authenticity, and non-repudiation. 
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Public Key Cryptography 

• Public key cryptographic techniques as 
countermeasures against network security threats: 
– Digital Signature: 

• Ensure integrity, authenticity, non-repudiation. 
• As a countermeasure against tampering, impersonation, 

repudiation. 

– Digital Envelope (a.k.a. Public Key Encryption): 
• Ensure confidentiality. 
• As a countermeasure against eavesdropping. 

All Rights Reserved © 
Chunghwa Telecom 
Co., Ltd.  
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Thank You 

Chunghwa Telecom Co., Ltd.
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