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Inside a smartcard 

The IC chip under 
the metal cover 
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Note: The IC chip of a smartcard is actually a micro-computer with CPU (micro-
processor), RAM, ROM, EEPROM and running its own operating system  ( Card 
Operating System, COS). Usually, for speeding up the crypto computing, there will be 
a Crypto Co-Processor inside the IC chip if the smartcard is to be used in PKI. 2 



Security of smartcard 

The private key will never 
be exposed to a insecure 
environment. 
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In-Chip Key Generation 
• the public-key pair was generated 

inside the chip 
• the private key of the key pair can 

not be read or exported from the 
chip and this is enforced by COS 

In-Chip Crypto Computation 
• When the computer need to generate a 

digital signature or encrypt a digital 
envelope, the data (Message Digest or 
Secret Key) will be send, through a 
smartcard reader, into the chip for 
crypto computation with the private key 

• Message Digest 
• Secret Key 

• Digital Signature 
• Digital Envelope 



Smartcard Programming Interface 
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Smartcard Reader Driver 

Smartcard Reader 

Smartcard 

PC/SC API 

PKCS#11 API 

Crypto API The Crypto API and 
Crypto Service Provider 
(CSP) Module is specific 
to Microsoft Windows. 

CSP Module 

The PKCS#11 API and 
CSP Module are specific 
to the smartcard. 

The Driver is specific to 
the smartcard reader. 

PKI Middleware (SDK) 
(C, C#, Java…) 

PKI Middleware (Components) 

PKI-enabled Application 



Security compared to software key 
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Password-encrypted  Private Key (e.g., p12 or pfx) 
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• Malicious software such as Trojan Horse may steal the decrypted 
private key or the password-encrypted private key file + password. 

• To be used by the CPU, the password-encrypted private key 
file in the hard disk needs to be decrypted into the memory. 

• The application 
will ask the user 
to enter its 
password. 
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Thank You 

Chunghwa Telecom Co., Ltd.
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