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Training Program Overview

Day1 Day2 Day3 Day4 Day5
15 Apr. (Wed.) | 16 Apr. (Thu.) | 17 Apr. (Fri.) | 20 Apr. (Mon.) |21 Apr. (Tue.)
(2-A) (3-A) (4-A) (5-A)
[Opening] PKI Peru PKI Peru PKI
10:00 PKIin | Foundation & | Management | Application
| (1-A) | e-Government |Establishment| ~ ~eVieW L
13:00 Arrival (Workshop) () (Onsite visit | (Onsite visit
' (Workshop) | .. and _and
(A) Discussion) | Discussion)
. 4.B
(2-B) (3-B) (4-B) (5.8)
(1-B) PKI Peru PKI _
14:30 o EOatanIE PKI-Enabled Implementation [Ending]
| | pesecement |Establishment| APPlications | Review Wrap-Up
17:00/  in Peru 1) (Workshop) | (Onsite visit Meeting
- and Meetin
(B) | (Meeting) | (Workshop) Discussion) |

Innovation, Compassion, Effectiveness

© 2014 Institute for Information Industry



P -
Tl A Glance at Il

“*Founded in 1979 as a Government Sponsored
Not-for-profit Organization

“*HQ In Taipel, with Goal to Develop a World-class
Information Industry in Taiwan

 Facilitate the Development of Taiwan’s ICT Industry
* Promote the Deployment of ICT in Public & Private Sectors
36 years of Continuous Growth

 Pivotal Contribution to the Development of Taiwan’s
ICT Industry & Information Society
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Organization & HR Profile

hief Technology Office

Board of Directors

President

Auditing Office

Secretary General

Vice Presidents

hief Information Office

Smart Network System Institute

Innovative DigiTech Enabled
Applications & Services Institute

Advanced Research Institute

~ Cloud System Software Institute

Cyber Trust Technology Institute

Digital Education Institute

Market Intelligence &
Consulting Institute

Science & Technology
Law Institute

Innovation, Compassion, Effectiveness

International Division

Industry Development
Augmentation Division

Central Industry Research&
Service Division

Southern Industry
Service Division

Information Technology
Services Division

Source: Ill, 2013.12

*figure includes 460 contractors

Finance and Resource
Management Division

Planning & Evaluation Division

Accounting Division

Human Resource
Development Division

Bachelor

(18%)
Master @' College (4%)
67%

(67%) S other (1%)

Ph. D. (10%)
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ﬁ Operation & Business Focus

1. Government

Think Tank

ICT
] Industry

2. Industry 5. Professional
Promotion Cultivation nformation

Society




Think tank (to name a few)...

N
111

1979 1990 2000 ‘01 ‘02 ‘03 ‘06 ‘07 ‘08 ‘13
Infrastructural Nat’l ICT Nat’l ICT Initiative NICI Stage 11
Infra. (NI11) (NICI) (2002~07) (2008~)
(1996~2001)
Industrial e-Taiwan U-Taiwan
10yrIT | |10yrIT (2002~07) (2008~)
Dev. Plan| | Dev. Il : —.
(1980-9) | |(1990~9) M-Taiwan (2005~) g-_JI
Digital Content Digital g
Ind. Promotion Plan Content Ind. -
LS| Personal (2002~07) Promotion, 11
Data ® (2008-~)
Ethical, Legal and | Protect. || — &
Social Issues Law S 32 Fundamental 2015 Vision &
(1992~5) | | & 2 Comm. Act Strategy of TWN
) (2003~5) Ind. Dev. (2007~)
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- ADOC International Operation

111

101 Centers Among 10 Countries Across 3 Continents

— . —
T -
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International Cooperation Project
and Experience (1/2)

Burkina Faso

Sao Tome

Swaziland

Malaysia
~ Thailand

Singapore

Vietnam

.lorld B‘

Czech
Republic

Poland
Bahrain

- Saudi Arabia

Kuwait

Oman

ICT / Information Security Training

E-Gov Training and Consulting; 1 ofle
Government Network Implementation

y s r o
Police Network Forensics System; Mobile 4 Z%/ & -
Commerce System /jm . AL f
Green Energy Consulting C T e Bl OEkyOJ
E-Gov Training and Workshops | fJ \ @@wa.t Sahra o\ .
: . A ahrain Q% Taipei,
ATE (Auto Test Equipment) Station for Chenna| Taiwan

SMRT (Singapore Mass Rapid Transit)

Saudi Arab Qe
E-Gov Consulting for Ministry of n/h\ ':-\ "
Comm*Gov | * IMsurkina Faso / )
- © Malaysia -Singapore
Sao Tome

Smart Museum Guide System /)
E-Gov Training and Workshop B
National Healthcare Program Training | ® Swaziland

ICT & Science Park Consulting, GIS

Training, Attendance System ® H.Q. =Liaison Offices

National Virtual Innovation Center
Consulting

Hospital Appointment / Registration
System; Smart Museum Guide System

® Project/Service Experience

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry




International Cooperation Project

ﬁ and Experience (2/2)

* Government E-Document
Management System
E-Government Master Plan Consulting

St. Lucia Proi
roject
» E-Government PKI Planning

St. Lucia « E-Document Archiving Management

. System

Ii! St. Vincent  « ICT Capacity Building (Training)

St. Vincent and » Information Security Consultancy
the Grenadines Project (1ISO27001:2013)

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry




Driving Force of Taliwan's

Py N ] ]
I1I Information Society
World Information Technology

and Service Alliance (WITSA)

2010 WITSA
Global ICT Excellence Awards

“It should be noted that the Institute for
Information Industry (lll) stands out above and
beyond any other nominee as it has been
ranked among the top two in both the Public
Sector and Digital Opportunity categories. In the
latter category, it received more than twice as
many votes as any other candidate. | therefore
recommend that we consider Il for the

Chairman’ s Award” .
by Dr. Jim Poisant

WITSA Secretary General

2010 WITSA Global ICT Excellence Awards Selection Committee
Chairman

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry



| At the Heart of
111 Taiwan’s ICT Revolution

Europeap = Business School

' / “At the heart of Taiwan’s ICT\
revolution iIs the Institute for
Information Industry (111), a

The Innovation for Development JOI n'F government-private sector
Report 200 think tank and management
e L e e consultancy, promoting the
development of the ICT industry

222 | and deploying the information

-, K society.” J
Excerpts from

European Business School

The Innovation For Development
Report 2009-2010
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1. E-Government Overview
and E-Government Service

-
Why? e
What? When?




ﬁ Background

Definition of e-Government

“E-Government is defined as utilizing the Internet and
the world-wide-web for delivering government

Information and services to citizens.”

Benchmarking E-government: A Global Perspective, United Nations —
DPEPA, 2002

“The utilization of IT, ICTs, and other web-based
telecommunication technologies to improve and/or
enhance on the efficiency and effectiveness of service
delivery in the public sector.”




ﬁ Why IT? Why e-Government?

< IT to the organization is like the Nervous System
to the body to drive the body to move (faster).

( 7?? to the organization is like the blood to the body).

F e e e ey cerebrum
1

| e'Government :l cerebellum
ICT +Government

__________________________________________________________

spinal cord

sacral plexus

digital nerve

superficial peroneal
nerve

NERVOUS SYSTEM

~ brachial plexus

intercostal nerve

radial nerve
median nerve

ulnar nerve
lumbar plexus

sciatic nerve

common peroneal
nerve
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Who are the leaders in e-Gov?

<» From Reports of WEF, UN, Brown University etc.

North Europe
» Finland (1)
» Sweden (3)
* Norway (5)

uw

¥
= J
R

~

Europe
America  Switzerland (6)
 U.S. (9) e UK. (7)

* Netherlands (4)
* Demark (8)

Taiwan’'s WEF - Cm

« Canada (12)

i
Vigew

2011-2012 : No.3
2010-2011 : No.2
2009-2010 : No.3

S o ."":-,-"‘

~
'

»1
R

4‘
—

rnment Usage Index

Top 12 in WEF NRI 2013

.“,‘.""

s
»
)

4 Asia

' » Taiwan (10)

% |« Korea (11)
- o] * Singapore (2)

— %

K

~

© 2014 Institute for Information Industry
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— Taiwan’s e-Government
I1I

Table 4: Usage subindex

Individual Business  Government
E-Gov Rank’ng by Brown Unlvers’ty USAGE SUBINDEX usage usage usage
Rank Country/Economy Score Rank Score Rank Score Rank Score

Korea, Rep. 5.78 4 590

Year Number of Taiwan Taiwan, China 549 | 15 540

. . 4 Sing Table 3: Readiness subindex
Countries | Ranking 5 Unit

6 Finla Individual Business  Governmem
7 Denr readiness  readiness  readiness
2008 198 2 8 Japs Rank Country/Economy Score Rank Score Rank Score Rank Score
9 Unite 1 Singapore 5.79 1 613 5 526 1 598
2 OO 9 8 3 10 Neth 2 Finland 5.52 3 580 3 552| 10 524
7 1 11 Norv 3 Sweden 548| 23 54 2 569 | 8 53
12 Gern 4 Qatar s4a7| 10 s| 21 48| 2 588
13 Hon 5 Switzerland 539 | 12 585 1 50| 23 483

2006 198 2 W oo et L5 DLt
5 Swit 7 Taiwan, China 532] 13 se4] 12 _4g7] 5 53
8 United States 530 | 11 566 6 523 y
2005 198 1 16 Aust 9 Denmark 530 9 sm 9 s514| 16 505
& Fran 1 . R 3 ' Q0 5.]3
2004 198 1 World Economic Forum (WEF) The Global -
Information Technology Report 2010-2011 —
2003 198 5 15 Canada 5.13 6 573| 20 488| 27 47

16_China si | 8 572 30 456
{717 Korea, Rep. 51| 19 55| 16 491 ] 22 487
8 Tunisia 510 | 17 55 | 37 440 5.33
2002 198 1 Netherlands 508 | 24 543 7 520| 35 48
owav soal 20 sm | 12 a0al 2% am

Innovation, Compassion, Effectiveness © 2714 1 stitute for Information Industry
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e-Government Program Evolution

N

Official Document Exchange

| et

1.Household
Registration

100

\{ Taoyuan ‘
=

2. Land Domain

Ta1pe1 Center

Hhmchu

I I 1\1 i ' Miaoli

|
10 Mll Nantouﬂ

3 1110 a
< OM | C hanghué
vy

0\ 1[ Douliou

bl
1 ‘nl

I 0'\][ Chiayi ||

*—-—-

100—1\»[—_ Tainan
Platform | |

I 2081 Kingman | Kingman

7 Kaohsiung {
Center _i

700]

3. Taxation Domain

4. Vehicle 4 5. Business
' Dial- llﬁﬁggﬁ;f@tlon N Management
@ Domain
g | \'t
.ADS . I i 1..}_;1
- . ilding) |5
. Virtual private (VPN)

v

" {HN
service*'Pﬁi L "I
. Vide

.Co-lo i
.Virtu |

operatidn

b

3. Nsei%j‘ﬁgt%m serv

. Platform

o
<

|_—

14 1P addresd nnnllr‘nfmn service

2071 Penghu 100N Pingtung |

e : 15. Customer Service System: Web-
vernme. "% rvice Platformna e@ﬁﬁ‘%e

pp Infrastructure p» Computerization

Vertical

Integration

Innovation, Compassion, Effectiveness
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The Concept of e-Government

P -
I1I Development

§ Combuterization Networking e-Services Innovation
0 P (Integration) (cross-agency) IM-Services
Q) . . .
O : : P2P Integration Hub Integration Innovation &
s | Vertical Integration : : :
2 (Horizontal) (Horizontal) Multi-channels
2| G2E Services G2G Services G2C /G2B Services
< e ing Servi Enhanced Transactional Connected
@ MErging Services Services Services Services
> Mainframe System Electronic Gateway : : :
§ Ex. Household Domain: Info. System One-Stop Services 1SS EE
0 Resident Information
% St (1) eServices Development and Upgrade Innovation Services
Ej_h Government POI‘tal W”'eless / Mob”e
g « Digitalization Environment WAN: Government Call Center (CRM) Network Environment
c and Process Service Network Data Center (IDC)
= « Websit : '
s Government Public | GSP: Government - (PRI R
Key Infrastructure Service Platform y
NETWORK

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry
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2. E-Government Services
and E-Government Model




= E-Government Service Stages (UN)

United Nations
E-Government
Survey 2012

E-Government for the People

n, Compassion, Effectiveness

Economic

1208 ®™

sS4 1%}V

Box 7.1 The four stages of online service development

Connected

Transactional

Enhanced

Emerging

Emerging

presence: Olfering

basic information
online

Enhonced presence
Greater sources of
information, and e-

tools and e-services

. Transactional

presence: Two-way
interactuve
applications provide
citizens with
opportunities for
online, financial and
non-financial
transactions

014 Institute for Information Industry

Connected
presence: The way
government
operates
fundamentally
changes, and there
is better coherence,
integration and
coordination of
processes and
systems within and
ACross government
agencies
Government
transforms itself
into a connected
entity.




o Stage 1- Emerging Information
111 Services

<»Emerging information services

B Government websites provide public information on
policy, governance, laws, regulations, relevant
documentation and types of government services
provided.

B They have web-links to ministries, departments and
other branches of government.

B Citizens are easily able to obtain information on what
Is new in the national government and ministries and
can follow links to archived information.

Basic Information Online

(Static Information)



o Stage 2 - Enhanced Information
11X Services

 Enhanced information services

P Government websites deliver enhanced one-way or
simple two-way e-communication between
government and citizen, such as downloadable forms
for government services and applications.

P The sites have audio and video capabilities and are
multi-lingual, among others.




ﬁ Stage 3 - Transactional Services

“»Transactional services

B Government websites engage in two-way communication
with their citizens, including requesting and receiving inputs
on government policies, programs, regulations, etc.

B Some form of electronic authentication of the citizen’ s
identity is required to successfully complete the exchange.

B Government websites process non-financial transactions,
e.g. e-voting, downloading and uploading forms, filing taxes
online or applying for certificates, licenses and permits.

B They also handle financial transactions, i.e. where money is
transferred on a secure network to government.

Two-way Interactive

(Non-financial / financial transactions)




ﬁ Stage 4 - Connected Services

+» Connected services

B Government websites have changed the way governments communicate
with their citizens.

B They are proactive in requesting information and opinions from the
citizens using Web 2.0 and other interactive tools.

B E-services and e-solutions cut across the departments and ministries in a
seamless manner. Information, data and knowledge are transferred from
government agencies through integrated applications.

B Governments have moved from a government-centric to a citizen-centric
approach, where eservices are targeted to citizens through life cycle
events and segmented groups to provide tailor-made services.

B Governments create an environment that empowers citizens to be more
involved with government activities so as to have a voice in decision-
making.

Mobile / Active /

Citizen Participation Services

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry




ﬁ Example of E-Service Evolution

Description
of Taxation
Service

Proactive
Online Taxation

Declare Service

and Pay (Pre-calculation)
Tax (Announcement)

(Full Transaction)




MoDblile lelephone Email/FAX

Sub-Agency Portal / Service Office . Other

Public Portal / Service Office Intranet Portal

News Search Form Download E-Mail Box
Personal Work Area
Gov Document Status Query Call Center « Personal Calendar
) ¢ Personal Case

e Personal System Link

Multimedia Notification « Personal To Do List

¢ Personal Mail

Content Management

(News, Calendar etc.) Efaupent webball

Application
Internal Services City Level Core Service (Backend Service)
(BRI BT DI District Level Core Services (Backend Service)

Asset M t L.

Household (Citizen Managemen) Vehicle and Driver's
Attendance Performance Housing and Land Construction License
Management Management

Other Application

Labor Business Management Custom
Document / File Management
Transportation Health Food Safety
Finance / Accounting

Civil Care Tax Immigration

Other applications for staff Social Safety Education and Training Banking

= e e e e

Integration Layer City Platform

GPK Data Exchange Platiorm [ e ™ G




ﬁ E-Government Model (Example)

Users

[ cuen  [M[ cunee |

Channels

[ weo [ wovie || wosk J|[ tewprone [ emaweax J|_servicecenter

Employee

| covernment |

Sub-Agency Portal / Service Office

Lin|

Intranet Portal

Public Portal / Service Office

E-Mail Box

Call Center

News Search Form Download

Personal Work Area
+ Personal Calendar
+ Personal Case
+ Personal Content
« Personal System Link
+ Personal ToDo List
+ Personal Mail

Calendar Gov Document Status Query

Policy Map/ Cam

On-line E-Form Forum/ Discussion

Multimedia

Notification ‘Community

Content Management
(News, Calendaretc.)

I AccountManagement . Authentication .

E-Payment Web Poll

Single Sign-on I

Application
| HE I LT | t (Citizen M Vehicleand Driver's
- e Other Application
Attendance Performance Housingand Land Construction
Management Management

T EE— Labor Business Management Custom II
Transportation Heaith Food Safety 1
Finance/Accounting 2= 1
Civil Care Tax Immigration I
I
Otherapplications for staff Social Safety Education and Training Banking I
I
1
I
1

Integration Layer City Platform

[ irectory || Data Exchange Piatform _|N S st SR S

. S

Database Layer

|

| Database Business registration (District Database on Urban management (District] |
Education / School (District) _Database on Complaint and Petition(District) |

g Proposal (District) ase on Household (District) |

s registration (District) 1 n Civil Care (District). Other Database
Database Elsll'lt_l) labase on Social Safety (District R
roposal for Invalided and Social Affair (District)y | Databaseon Construction (Distriet)
Database on House / Land (District) Database on Health(District)

Infrastructure Layer

Network Network Service Data Center

Innovation, Compassion, Effectiveness

VoIP
Video Conference

Data Center

Backup Center
Cloud (Virtualization)

© 2014 Institute for Information Industry




AIII Stage 1: Computerization

< Digitalized data and introduce computer
process to five major administration domains

J2 ¥ Household Domain
-

P Land Administration
P

B Taxation Domain
B Vehicle Registration Domain
B Commerce and Industry Domain

< Provide G2E Services
< Vertical integration in each domain

* Increase the efficiency of government officers
* Digitalize the government information




ﬁ Example: RIS (Household) System

< Resident Information System
< Objectives

B Computerized the household registration and conscription
affairs.

B Established the population database of 23 millions of people.

B Provided the population, household and conscription
information for government administration and decision.

B Provided e-Government services to the public and other
governmental units.

< System development History
B [dea introduced in 1984,
B Drafted an implementation plan in 1986.

* RIS is the basic system for e-gov services
Ex. Tax, Land, Vehicle, education etc.




ﬁ Example: RIS (Household) System

® 795 household registration and conscription administration units in Taiwan
® 54 Severs / Around 5,000 workstations / Around 800 network links

® 38,000 of application programs / Around 6.6 million lines of source program codes

25 Cities’ and Counties' e L 25 Cities' and Counties'
Household : : Conscription
Administration Offices Administration Offices

375 Towns' Household ezl _ 369 Towns' Conscription
Registration Offices : ' Offices

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry 32



ﬁ Example: RIS (Household) System

Citizen’s life cycle and household administration

?» Services

¥ Birth/Death registration

¥ Address change registration

¥ Marriage/Divorce registration

¥ Name change registration

¥ Personal ID Card issuing

o ehold ¥ Domicile transcripts application

dministration ¥ Household registration / population
statistics and reporting

¥ Voter list generation
i Etc.
» Benefits

¥ Manpower US $49M / year
¥ Waiting Time US $88M / year

Household ' Decision Making A
Information

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry



ﬁ RIS for Government Policy Decision

< How to set correct policies for the
multi-dimension world?

< All these information are based on

Education
Taxing
Social Secur
Conscriptior
Election
Health care

108

o

Crude Birth Rate

Natural Increase Rate

—0—g—0—o0—o—0

Crude Death Rate

! 1 1

o0—uo—o—0

1 1 1

0
1995

1996 1997 1998 1999 2000 2001

2002 2003 2004 2005 Year

B Resident and household information

@) Table 3-1 Population Registrations in Taiwan-Fuchien Area

2005
Item of Registration Total
Population of End of Year 22770383
Immigration 1442018
Emigration 1427213
Birth 205 854
Death 139 398
Legitimization of Child Born 5028
Adoption 2 658
Termination of Adoption 895
Marriage (Couple) 141 140
Divorce (Couple) 62 571

Male

11 562 440
659 375

659 120
107 378
86 778
2576
1342
491

Unit: Person
Female

11207 943
782643

768 093
98 476
52 620

2452
1316
404

@ Figure 3-3 Crude Birth Rate and Crude Death Rate in Taiwan-Fuchien Area

@)’ Figure 3-2 The Age Distribution in Taiwan-Fuchien Area

908,705

972,854

945,670
897,966

1,018,399

956,187
825590

839,692

783,379

{Thousand
Persons)

End of 2005

Male 217,243 |

260,601 75~79
Female = =

288,316 S 70~74

339,262 | 65~69

380,324 | | 60~64

527,088 _ 55~59

803,078 50~54 |
45~49

40~44

30~34
x 29~29

15~19

5~9
0~4

598,086 =

_: Ages80+

35~39

20~24

)
]
\ [
J 10~14
|

217,370
219,968
298,044
376,000
399,992
535,893
805,313
900,035
952,202
924 556
883,579
984,102
908,333
764,664
772,066

19557 (possand
546,269, | Persons)

1200 1000 800 600 400 200 0

200 400 600 800 1000

@ Table 3-3 Households and Population in Taiwan-Fuchien Area

End of 2005
No. of No. of No. of No. of Fopulation

Locality Townships, No.of Neighbor- Households {1 000 Persons)
Cities & Districts %% pooas  (1000Households) Toal  Make  Female
Total 368 7833 146 967 7293 22770 11562 11208
Taiwan Area 358 7774 146074 7 264 22690 11519 11171
Taiwan Prov. 335 6862 128137 5787 18 563 9484 9079
Taipei City 12 449 9 461 933 2616 1279 1337
Kaohsiung City 11 463 8 476 544 1511 756 755
Fuchien Prov. 10 59 893 29 80 43 37

© 2014 Institute for Information Industry 34
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111 Stage 2: Networking

O« Build up government network infrastructure
(Government Service Network) and connect all
government agencies into network

»° <+ Build up Electronic Gateway to share data
across agencies in five major administration
domains

» <+ Build up Government Public Key Infrastructure
to ensure service security (GPKI)

*Provide G2G Services

< Horizontal integration between major domains




ﬁ Government Network Service

1. Dial-up service.

20M | Machu - 700) ) 2. Leased Line service.

100y Taoyuan Taipei Center HiNet 3. ADSL service.
1oont [ 220N [ Hibinetw e 4. FTTB (Fiber To The Building)
100M | Nantou L00M llan 5. Virtual private network (VPN)

soM TW IX Service.
' T%Ch}[mg 100M\ Hualien 6. Videoconferencing service.
enter . .
7. Co-location service.

100M | Changhui 8. Virtual Web hosting service.

mm\-d Pioaho 9. Gov_ernm_ent dom_ain name
— Since 1997 re_glstratlon service |
100MJ Chiayi 10. File Transfer Protocol, FTP service.

11. Web Proxy/cache service.

100M S S0M Nel 12. Overall GSN operation management
e service.

o 13. Network security service.

14. IP address application service.

15. Customer Service System: Web-
based MRTG

20M Penghu 100M Pingtung Taitung

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry




Intranet

M

=
IP Manage

IR Server

P2P Architecture




Government Public Key

P -
111 Infrastructure

Government Root
CA (GRCA)

L7 tamngEdL

—— S— ShEl - 96979933
‘ 0 H —+ LT I

=+ p g :2003/08/07

B s
WA

Government | Companies Healthcare
Agencies Agencies
Citizens Organization Test
Entities Certificates

Encryption / Decryption Digital Signature Identification

The Electronic Signature Act

Until 16t Oct. 2013, 3.75 million Citizen Digital Certificate issued, 1000+ services launched Citizen Digital Certificate in Taiwan

© 2014 Institute for Information Industry
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PKI Usage In Taiwan

Py N
i

# of Citizen Digital Certificate issued

4,000,000
3,500,000
3,000,000
2,500,000 h — |
2,000,000 | Until today
1,500,000 | (16th April, 2015)
1,000,000
\ 4,522 565
500,000
0
2013
2010 2011 2012 (16 0ut)
GRS 5 144,129 | 2,549,284 | 3,129,816 | 3,758,736
Certificate issued

Times of Application used with Citizen Digital Certificate

200,000,000
160,000,000
120,000,000
80,000,000
40,000,000

0

1,300,000
1,200,000
1,000,000
800,000
600,000
400,000
200,000

0

# of household using Digital
Certificate to declare tax

# of household using Digital Certificate to declare tax

D

2010

2011

2012 2013

(16th April, 2015)

Until today

Total 7,644,044

892,058

832,814

980,085 | 1,296,538

2010

2011

2012

2013
(16 Oct.)

# of Application used with
Citizen Digital Certificate 69,818,142

105,783,306

151,670,433

2298

Until today
(16th April, 2015)

379,738,128

Citizen Digital Certificate in Taiwan

© 2014 Institute for Information Industry 39




ﬁ Stage 3 : Cross Agency e-Services

<+ Build up diverse e-Services to public in every
domain

< Integrate government e-Services

2 B Government Portal (From Website -> Portal)
¥ Government Service Platform

B Government e-Payment Gateway

B Government Data Center

B Government Call Center

©

%% b

< Provide G2B, G2C online services
< Horizontal integration between every domain




ﬁ Taiwan e-Government Portal

[REEOE1HoE 2= @RFRE ZE11H | 18 #15C ~ 21 C W) ML | FOAAD | BHAET | Engron | B8 BAER

M EG RN (£ 5 | ewRE | BRER | BB '
yELOV BOYE BRI |

http - / /WWW g oV tW / CSOVIW. mp: pmas wES RRRE SR BEE RESH

sy (L) (EERE (5569 | RS

L S BREWHEMH300T 1/ 1B

ELEL, FETTR @“"""_“_’EF"’“ FREHR00F 1A 1N » R TEEMEENN  RREE BUDRER T

R e o R | /TR
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Government Service Platform

User
Interface
Layer

Application
Layer

Platform
Layer

e-Government Portal
Application System

Account Services Authenticatio
Management ENEREN Authorization

Platform Registry Services Directory
Management & Service Integration Service

Information
Content Interchange e-Payment

Management 8 |nfrastructure

Web Content = Legacy System Banking

Interface Interface Interface
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111 Government Service Platform

\ - - . -
Ministry of Economic Affairs
l\n\ . Ministry of Finance

Business :
Registration \

-n-un-
| want to start up Service
e . Ministry of Foreign Affairs

I I I I Ministry of Foreign Affairs

company

VELALIL L v v v

company

| want to start up

company
Ministry of Foreign Affairs
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i1l Government Service Platform

< Realize One Stop Service
<* Reduce the Connections

N (N-1)

Connector




ﬁ Government e-Payment Gateway

o\
w User

Traffic Fee/Fine Schooling Others
Personal CA Web ATM Credit Card
Saving Account Smart Pay Others

Management / Report

Credit Clearing Certificate
Center Center Authority
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ﬁ Government Data Center

< High Availability
B Remote Backup & Disaster Recovery
B BCP, Business Continuity Planning
< High Security
B Security Management
B SOC, Security Operating Center

Application Servers

Hardware
(Servers, Storage Area Network etc.)

Management  Networking
(Monitoring) (Switch, LAN, WAN)




ﬁ E-Service Call Center (CRM)

Total answer calls more than 150,000 calls

To get answer, get action and get satlsfactlon




ifIf € Tax Application Example

1.Download and Setup the e-Tax Application

v Citizen Digital Certificate

2.Use “Citizen Digital Certificate”(IC Card) to
Download the Personal Income Data and
Expense Data form Ministry of Finance

A 4

3. Entering the Data to have Discount of Tax
(optional)

From 0.2% to 80+%

What’s the Key

A 4

Success Factor?

4. Use “Citizen Digital Certificate“ to Sign the

data and send to Ministry of Finance Percentage of Online Tax Filing (OLTF)

- P 64T0%
A 4 W /{' ﬁ 54.68%
31%
5. Choose the payment tool to pay the Tax i si555g7

(including Web ATM, Saving Account, Credit
Card...)

1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008 2009
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ﬁ Stage 4: Innovation / m-Services

<+E-Services becomes popular and wireless
environment becomes mature

*Provide
B Multi-Channel Devices Services
P Innovation Services




ﬁ mService Example : M-Police

3.5G
GPS Positioning
Photo / Record Patrol Emergency Call
Management .-
Video Record ° 1 ID Card Citizen
6 wﬂﬁgﬁ__ Identify /l\/lanagement
Photographic -ﬁ{:@f '@ ! . .
Record e A Fingerprint Match
Stolen Car Anywhere FA Anytime Person
Identification Management Identification

Traffic

Punishment Duty Dispatch

YWY/ _
@% Indication
N 6
Vehicle Criminal D\

. |dentification Voice Voice Support
Vehicle Managemen Command Record Duty Support

\oice Control
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— Mobile Poli Devi
i1l obile Police Device

Dedicated Design for Police

Fingerprint

B
GPS Moduld arcode Scanner

Speaker

Camera /
Rlec%rder
- _ Barcode Flas
a de "-
Internet & 7 £ Bottom
Color Touch e
Screen crosot
@5 LT 000 2 B Speaker
. SD Card
Microphone
@ e— s}
am Qno A%
LLEELEEELL
LITTEELLL Battery

Keyboard T

. e’ "

IP65 Compliance
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3. The Purpose and Role of
Government PKI (GPKI)




ﬁ Public Key Infrastructure (PKI)

<A public-key infrastructure (PKI) is a set
of hardware, software, people, policies,
and procedures needed to create,
manage, distribute, use, store, and
revoke digital certificates.




11 PKI Components

Ll/ — | \
. " B
People Acts,Guides Infrastructure of Private, Public Keys

Standars. Technology

-y HixM1@458

Encryption Documents, l
/Desencryption Information
* Integrity
* Confidentiality
* Authentication
* No Repudiation
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ﬁ Roles of PKI in E-Government

< PKI is one of the Key Component for E-Government
services.

< Challenges of E-Government Services
¥ Identify users (Authentication & Authorization)

# Data encryption for confidential message
¥ Ensure the integrity of message

<+ Typical Uses of PKI in E-Government
A. Identification / Log-in (Authentication/ Authorization)

B. Encryption / Decryption (Confidentiality)
C. Digital Signature (Integrity) (Non-Repudiation)




ﬁ Value of PKI

Challenges PKI1 Solution Benefit

User Identification |dentification
(Authentication)

Digital Signature Non-Deniable
Authorization / Intearit
Digital Signature JHty

$ 9 $

Encryption » Confidentiality




ﬁ A. ldentification

What is the Secure Digital Identity on the
Internet Today?

From ID/Password =» OTP (One Time Password) = PKI

N
S + Personal Data =

J
Digital Certificates l

Secure Digital Identity




Tl Example for Identification

<»For High Security / Confidential Websites &and
Services, use PKI as a login tool to identify users.

(e.g. Intranet Portal / VPN/ Inquire personal pension, apply
household /land certificate, Income Tax Declaration, etc.)

r HaeH R
1 l:liﬁﬂﬂ!iﬁiﬁﬁ

WWW.GOV.TW

Use ID /

N
-~
[

o Password to
mEEA Logln MyEGOV

RRREAREMNE ? BEEBRTEIES - bt R B S —
BEBAZESAS seeanraosn |8 cerne o (] ) H e ——
I8 - HEEERS BER  DTERES B EEH

(AR E) (P IRABIAR UL E) (MR B RILR)

; n— Use Digital

L 120 5 0T i;j; ; ;:h“?“:l EERE : ]
CRARBTEAS Certificate to
' BRv-EHR(EETESRS) SHTREZANILEE (RBEEETHI4RS) -

Login MyEGov
) ESEREEARNFEIRT  BIRADSRETFLEAEETSLI TEEEER CEnELERR

(http://www.gov.tw/privacy. htm){$2] - BBRETEIEENTES BEEREBCHEENEAESR 214 ‘ ‘




ﬁ B. Encryption / Decryption

For Confidential Data Exchange, use PKI to encrypt / decrypt
the data to ensure the Confidentiality

Information Requester Information Provider

‘&‘4 IR Users

DB Server

Intranet

IR Server J IP Server

i )

IR Manager Data Encryption Data Encryptibn IP Manager
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11} C. Digital Signature (Integrity)

For Transaction with responsibility, use PKI to do Digital
Signature to ensure the Integrity of data (and non-deniable)

e-Official Document Delivery Scenario

Government Certification
nterchange Center

Authority(GCA)

e-Official Document

e-Official Document
Digital signature/ \[gircn;})//;tli%rr]]ature/
encrypt|on ,

*Private key
«Certificate

A = cPrivate key

«Certificate

IC Card IC Card

Sending Unit Receiving Unit
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4. Stakeholders of GPKI
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ﬁ Stakeholders of Government PKI

PKI Supervisor Agency
(Legislation, CA Approval,
Audit, etc.)

PKI Supervisor

PKI Developer /
Operator

PKI Owner

Government Root
CA (GRCA)

PKI User
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5. Conclusion &
Discussion
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Talwan- Key e-Gov Services
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AIII Public / Private Partnership

 Leveraging the power of private sectors : to get e-
Gov projects implemented and to get benefits from
stimulating industry development.

U Key Guidelines :

» Except for technical and performance
concern, governmental information
management systems should be outsourced.

» Plan big, Start Small and Scale Up




ﬁ Key Success Factor

Refine the process
iteratively

Aim to the
Correct > J\ /L

Direction

Policy & Plan

Work as

2 Team Leadership (Partnership)

Measurement

Human

Resource <: Basic
Requirement
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111 Conclusion

“*E-Government development must be planned with
overview and local environment (and put into
practice with PDCA cycle and project management)

*To build e-Government better, it’s better to stand
upon the shoulders of giants.

2+ It'’s never too late to do E-Government and
Integration work.

[T EX
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~Thank you~
Q&A
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