ﬁ Agenda

1. GPKI Enabled Application Overview
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¥ G2G Application (GCA) : Official Document
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¥ G2B Application (MOEACA) : Government
Procurement

B Other Applications
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i1l GPKI in EGov Roadmap

< Government Public Key Infrastructure, GPKI) is based on
the Electronic Government Action Plan (2001 ~2004).
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R
Tl The Development of GPKI

“ First Phase: 1998~2001

¥ In the development of government electronic
certification system, the goal of the first phase is
to establish a common CA for each governmental
sector to test. This single CA performs the
functions of Root CA's and other related CAs'.

% Second Phase: 2002~

¥ The goal of the second phase is to construct a
Root CA, according to the application status and
technology maturity.

B Also each government sector can establish
necessary CA based on the GPKI Hierarchy.
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111 Tailwan GPKI Overview
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o | he Assignation of Each Certification
11X Authority Responsibility
= According to the E-Gov Action Plan (2001 to 2004), the

following stakeholders are responsible for the CAs.
¥ National Development Council (Research and Development
Council):
» establish the GRCA, Government Certification Authority (GCA),
» miXed Organizations Certification Authority (XCA),
» Government Test Certification Authority (GTestCA)
¥ Ministry of Economics
» establish the CA of Ministry of Economic Affairs (MOEACA).
E Ministry of Interior
» establish the CA of Ministry of Interior for civilian.(MOICA)

“*»Healthcare Certification Authority (HCA) joined GPKI In
2008.

\/




P Government Electronic Certification
11X Steering Committee

< To establish e-government digital certification system, to
promote e-government PKI building, and to facilitate the
development of government online information and
services application, National Development Council (NDC)
has instituted Government Electronic Certification
Steering Committee (GECSC).

<» The (concurrent post) Convener of this Committee is
designated by the Chair of NDC among the Vice Chairs,
while the post of Executive Secretary is taken on by the
head of Department of Information Management of NDC.

< 15 to 17 Committee members are composed of experts
and representatives from industry, academia, and public

ff.
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ﬁThe Responsibility for the Steering
Committee

< To survey and review the Certificate Policies and
Certification Practice Statements of CAs'.

<+ To survey and review technical standards of digital
certificates.

< To survey and review framework of digital certificates.

» To survey and review related administrative issues of
digital certificates.




iTI GRCA

* Taiwan's Government Root Certification
Authority Is the highest Certification
Authority in the hierarchical structure of
GPKI.

“ Acting as the trust anchor of the
Government PKI

*» Owner : National Development Councill
(Research, Development and Evaluation
Commission, Executive Yuan)

*» Launch Date: 2002/10/30
> http://grca.nat.gov.tw/

Certificate Statistics
Total Number of Certificates Issued : 7

Innovation, Compassion, Effectiveness
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111 GCA

»»Issues certificates to all Government

Agencies, including

P Government Organizations / Agencies == — e

B Government Organizational Units
B Sever Applications

“»Owner . National Development
Councill

**» Launch Date: 2003/03/03
» http://gca.nat.gov.tw/

Certificate Statistics (Up to 2015/4/17)
Total Number of IC Cards Issued : 87,488
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i MOICA

Issues certificates to the citizens
Owner : Ministry of the Interior
Launch Date: 2003/04/28
http://moica.nat.gov.tw/

Only for Taiwan citizen 18+ years old
Non-mandatory

Price : NT.250 (= USD 8)

LR R B & 2 2R 4

Certificate Statistics (Up to 2015/4/17 )
Total Number of IC Cards Issued : 4,524,962

2,404 Cards
Issued yesterday

10



111 MOEACA

@ Issues certificates to all industry and == 7= e T
business groups, including
® Companies / Branches .. = -
@ Proprietors
@ Factories - =

@ Owner: Ministry of Economic Affairs

@ Launch Date: 2003/08/07

@ http://moeaca.nat.gov.tw/

Certificate Statistics (Up to 2015/4/17 )
Total Number of IC Cards Issued : 1,183,321

Innovation, Compassion, Effectiveness



i XCA

@ Issues certificates to f
Q-0 HEAG Preirmez @ 2-5 B i9@3
. S h I 40 [B pioamigorl gz @ lss”
!ﬁ;;i_ﬂlliias-;érbm\ EER WEEN | REMEE S5

B Juridical associations, and
B Consortiums

€ Owner : National Development
Council

@® Launch Date: 2004/03/17 :
& http://xca.nat.gov.tw/
@ Price : Free (borne by NDC)

Certificate Statistics (Up to 2015/4 )
Total Number of IC Cards Issued : 84,461
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® Issues certificates to
B Hospital (institute)

B Doctors & Nurses (person) gr
@ Owner : Ministry of Health and Welfal ““'-*m:_ -
@ Launch Date:2008/8/18 i

€ http://hca.nat.gov.tw

Certificate Statistics (Up to 2012/10/23 )
Total Number of IC Cards Issued : 196,567




ﬁ GTestCA

@ |ssue testing certificates for GPKI
Applications

@ Owner : National Development [ e

\ ®
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Evaluation Commission) S S
@ Launch Date: 2003/03/03
& http://gtestca.nat.gov.tw/

2003/1/1~2008/3/31, Total number 19,242
2008~now approximate 23,663
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2. E-Government PKI Enabled
Application Iin Talwan

2.1 G2G Application (GCA) B
Official Document Exchange




e-Government Application
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ﬁ Why e-Document Exchange System?

« Each agency/branch has its own document editing and exchange application software.
» Each exchange centers built by local agencies can not intercommunicate.

We need a neural network among government agencies
with standardized and reliable exchange mechanism!

;Z)_JE |v§/ -

+ Enhance efficiency of document exchange
Strengthen official document administration procedures "'-"";
Improve the cost-effectiveness

Provide better services to enterprises & public

Create a business friendly environment for foreign and domestic
Investment

4 00
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e

*

e

*

e
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P Requirements of EDRMS

Electronic Document and Record Management System

Non-Standard Difficult to

Paperwork Format/Process Trace / Audit

Difficult to
Find and
Archive

Paper/

Wasted costs Security Issues

Computerized Consistent | Better
Work Standards Traceability

Easy to Find Paper / Costs Sliig:s:y
and Archive Saved control
To-Be !
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i1l Scope of EDRMS

e-Document Exchange

e-Document e-Document e-Document
Authoring Management Archiving

Standards / Templates
GPKI

Laws / Regulations

ectiveness i




" Four Dimensions of
I1I Official Document System

Document
Archiving

Document
Interchange

Document
Management
System

Document
Authoring
System




Tl = Evolution of e-Document Service

Multi-Center Architecture

Distributed and centralized system architecture
Load balance and Disaster Recovery mechanism

Non-stop services /
Centralized Architecture

« One single gateway to offer cross centers

document exchange 2008-2014
« “Serious traffic congestion”

- Not capable of handling large volume //
« Communication among centers are not 2003-2008

fully supported

/ Distributed Architecture

* Develop XML-Gateway technology for remote

2001-2003 interconnection

» Provide peering services for all agencies

/ « Integrate all existing platforms

» High cost, unbalanced workload

© 2014 Institute for Information Industry
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ﬁ e-Document Exchange Architecture (1)

® |

E‘E-Document
i Management
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E & Receiving Terminal :
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=== (Green: exchange Center reporting Exchange history to Center
=== Orange: Documents and forms delivered between exchange Centers > 2014 Institute for Information Industry
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ﬁe-Official Document Delivery Scenario (2)

Administrator Portal

i Register Organization
- Register User

Msg. Receiver
Confirm Msg.

o ~, eDoc Receive
Digital signature/

encryption Verify 3|gnature/
IC Card ICCard ¢ [ _»Decrypnon ,
B - Private key » Private key * /8 Q
B2 . Certificate  Certificate =1

Management

Authoring Archiving

nt
Sending Unit \ Receiving Unit

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry




ﬁ Official Document Online Approval
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- ¢©e-Document Exchange Systems

111 Qperations

R Specification
: Revision

e-Document

e e-Document
Management
Center
Operation,

Administration
& Call Center
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ﬁ How to make it all work?

<+ E-Document Building blocks

< Organization Architecture

< Laws, regulations, and guidelines

< The other aspects of a Document Exchange

System
> Wo rkf I ow Authoring Management

» Metadata

(data fields)

X S .
0 e
* C u rl ty Call Center Monitoring Promotions
Registration Coordination Revisions

PKI

[nfrastructure



Distributions of Local Centers in Taiwan

N
P
e 5 TR

# of Government Agencies

Innovation, Compassion, Effectiveness

Central Government

> 38 Local Centers

Enterprises

2 Local Centers

© 2014 Institute for Information Industry
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IIIGrowth In e-Document Exchange

Million Number of documents exchanged = E;g#ggggs
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fIf Key Achievements 2014

( 250,000 copies per day

®
(> 600 million copies exchanged

A

2 Document \‘
(18,358 government & 7,833 private units { Exchange ':
N System v
¥
( $32.3M USD saved per year

®. ®
( Efficiency, Accountability, Reusability S




ﬁ Awards

2005 2006 2007 2013

Select Top 50

eASIA

Standardization Awar_d
Best Award e-Business In

Project Public Sector
Award The winner on the

best creativity and




N

5 Performance Improvements
ltem Before Now

Interchange 2~3 Days < 1 Hour
Efficiency

Delivery Cost |>1US$ /copy |[<0.1US$/ copy
Management Difficult Easy

Archive format |Paper Electronic media
Reusability NA Yes

Security Control | Difficult PKI
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Other Benefits

Speed, the four aspects of e-document system.
Government Accountability — non-repudiation
Standardization

Cost Effective

Green

Security — encryption, digital signature,
identification

Reusability
Traceability
Archiving — digital archiving, fast
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2. E-Government PKI Enabled
Application Iin Talwan

2.2 G2C Application (MOICA)
Income Tax Declaration and
Payment




P -
Tl The Structure of MOICA

Policy and Certification

App. Steering Management
Committee Center

\ 4 v \ 4 \4

Custo_mer Registration el :
Service Author Management Repository
Center LD Center

Y

Registration
Authority
Counter

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry



N
111

The Structure of MOICA

1 Individual Income Tax E-filing Services
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2012 - Mobile Tax-Filing by
Using Citizen Digital
Certificates

e The Ministry of Finance has set up
“Online Inquiry” at its" Taxation
Portal”.

« Citizens can inquire online taxation
Information such as

e comprehensive income tax, finance
data

* unpaid tax

1-2-3 finish tax declaration in 3 mins

© 2014 Institute for Information Industry
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ﬁ Business Flow (Before)

Manual Tax Filing Process

t‘ (6) Pay tax and get receipt certificate.
<
-

Get Tax Filing From

declaration form

\ Yo
Taxpayer
(2)
1. Collect all the Key-in Tax Filing ‘ |m1 Q
withholding data ——

certificates (3) 2% , g
2. Consolidate all the Submit P i il (4) % é /
Tax Filing

taxable income and -
Form National Tax Administration Receptionist

calculate the income
tax manually Branch/Office (5)

Financial Data Center,
Ministry of Finance

I sass?i"ﬂ%iiié

© 2014 Institute for Information Industry
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ﬁ Business Flow (After)

Innovated e-Tax Filing Service Business Flow

N\ N

/“ =1 BRCertification
W

2. download income &

;c
[ |

—|

[ ——)

1.Authentication

(Certificate) 5 OK Servers

: 4. Pay your Tax
Taxpayers | Submit

3. Check and Verify
(tax calculated automatically)

Promotion,
Customer Service [S==

Credit card™eHsh!
Financial chip card,.

© 2014 Institute for Information Industry
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ﬁ The Innovation

The Past The Future (Paperless)

Insurance Premiums,
Tuition

Deduction data
Downloading

dical and birth expenses,

Medical and birth
expenses, donations, etc.

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry




aNew Service of Mobile Tax-Filing by Using Citizen
111 Digital CertificateSs

MOICA

Citizen Digital Certificate
Smartcards
(HICOS Smartcards)

APP

Middlewar

N
(=

(password protected)

USB

(password protected)
Reader \ /

Personal Computer (PC) Mobile Device
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ﬁ Mobile Tax-Filing

< Use Citizen Digital Certificate to Sign a Temporary /
Proxy Certificate for Mobile Taxation Service use.

(a software certificate, used for Android devices)
< Download the Temporary/ Proxy Certificate in 24 hours.

% Download the Taxation Service APP from MOF Website
or Google Play.

< Use the Temporary / Proxy Certificate and Taxation
Service APP to complete the tax filing (and payment)

<» The Temporary Certificate will be expired on 1st June
(the deadline of tax filing is 31st May)
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2. E-Government PKI Enabled
Application in Talwan

2.3 G2B Application (MOEACA) :
Government Procurement
Other Applications




ﬁ The Background of e-GP Program

Government PCC’s* Middle-Term

Procurement Act

Procurement

Government
e-Procurement System
GePS

¢ [ ]

e-GP** Program

A Y

-

Implementation Plan

Digital Signature Act

Government e-Document Act

\

A

Personal Data Protection Act [

GPKI

Notes: *PCC : Public Construction Commission, Executive Yuan
**e-GP : electronic government procurement

Innovation, Compassion, Effectiveness

J\L

> Strategy

> Implementation

> Development

concept
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p N r -
111 History of e-GP Program

‘ Government e-Procurement System (GePS)

Government Electronic Inter-entity Ca?;ﬁ)ghigzz-i ry
Procurement Tendering Supply Contract and Ql;otation
Information System System System System
(GPIS) (ETS) (IESCS) (SCIQS)
| : \
Procurement information Online receiving Integrated group St Ehein:
bulletin and bidding procurement procurement

1992 1998 1999 2000 2002 2006 2010
AN

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry



o Government Procurement Information

Procurement cases
above US$3,300

RN
2N
Ll

iy

Government agency A

More than
240,000 tender cases

More than
8 million inquiries

mmwm
\ &ﬂu:; -

2.Inquire tenders

|
g@

1.Post tender
w_ Information

P
<

- iy

information ~_~
Government agency B

Government Procurement
Information System

 Database of blacklisted suppliers

» Award notification information
*Property sales and leasing information
* Etc.

Suppliers

iy

Government agency C

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry



o Scenario of Procurement Bidding
11X Case

procurement cases
US$1,000,000

Our agency want to
1.Post tender information build a bridge for our

A ) citizen. We need to find

3.Inquire tenders information

»

4.Download e-tender documents R BB B BB 2.Upload e-tender documents(RFP) | @ Dest supplier. )
N R IC Card
5.Upload Proposal | =S=—=e=——— ) ,
IC Card ~ 6.0nline open and then review = Government Officer
ﬂ}ﬂ the supplier's tender documents.
) 7.Post award notification
GePS

IC Card

Supplier C

government agencies

Innovation, Compassion, Effectiveness
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ﬁ:oncept of Common Supply Contract (1/3)

#N
: - :ﬁ Government
B . Agency A
Supplier 1 D/

- !
<

Government
Agency B

Supplier 2 Common

Requirements 4
Government
| Agency C
, \ﬁ%@)

Supplier 3

Government
Agency D

Supplier 4




ﬁ:oncept of Common Supply Contract (2/3)

#N # M
Government
=
Agency A
Supplier 1
Government
Agency B
Supplier 2
Government
=
Agency C
Supplier 3
Government
Agency D

Supplier 4




ﬁ:oncept of Common Supply Contract (3/3)

#N
B =y (
= .

Supplier 1

@ Collect Annual Requirements

from Government Agencies
Supplier 2 ® Hold a Bid for

Total Amount

B

Suppher3

# M

Government
Agency A

Government
Agency B

Agent
Agency Government

Agency C

® Sing the Supply
Contract with Each

_T\ Qualified Supplier
Supplier 4

A @ Post the e-Catelog on the System

Government
Agency D

i ® Agency can Order the Goods with the contract price
before the contract is Expired

Innovation, Compassion, Effectiveness © 2014 Institute for Information Industry 50



Scenario of Inter-entity contract

- =
11X Procurement
‘A. Government Procurement
i . /74 5.payment ‘ Card
Bank

»PEm

inter-entity supply

SOTIED. r agency want to buy
(laptop) 50 laptops. We need to
ind a best choice (cheap
6.payment A convenient).

1.Search for inter-entity supply
contract laptops

e ——
e

Government Official

2.order acer laptops

IC Card

Suppliers

GePS

Innovation, Compassion, Effectiveness = ©7534 nstitute for Information Industry 51



ﬁ Scenario of Small Amount Procurement

Supplier A quotation

2.Post inquiry notification

<

Supplier B 3. quotation

4. tender opening * Government Official

GePS

3. quotatio

Supplier C

government agencies

Innovation, Compassion, Effectiveness © 7334 w stitute for Information Industry




ﬁ GePS2 2012 Statistic Achievement

[GPIS]

< Announcement Case / with e-receiving: 236,105 / 238,237 (99.11%)
< E-receiving Times : 993,475

< Awarded Case : 180,201

< Awarded Amount: NT$ 1,322,300,000,000
(Around USD$ 44,000,000,000)

[Not include the national “Crude Oil” and “Gas” procurement]

[IESCS]
< Order (# of Transaction) : 1,410,000

< Order Amount: NT$. 87,100,000,000
(USD$ 2,900,000,000)

< Average Amount : USD$2,050




PPP Financial Model

V- W
111

The government spent no money but gets the

win-win-win achievement by PPP Model

< The "procurement amount” (equivalent value of the service) is
B USD$33.3million (NTD 1 billion) for 10 years concession (with defined SLA)
¥ In Average, USD$3.3 million (NTD 100 million) per year

< The "Government Budget” ofthe projectis “Zero (0)" .

< The revenue of the system (2012) is

B E-Receiving: 0.7 million USD (1)
» Each e-receiving is charged 0.7 USD (NT.20~NT.30) and there are total 1 million e-receiving.
B E-Order: 2.75 million ~ 3.3 million (1)

» Each order is charged 0.25%-0.3% transaction fee of order amount
> Total order amount is USD$ 1.1 billion

B Theother "Value Add Service” , ex. Advertisement, Personal e-Paper etc.

< Gov gets feedback fund : USD$0.4M (in 2012)

Innovation, Compassion, Effectiveness



N
111

2. E-Government PKI Enabled
Application in Talwan

2.4 Other Applications




1. Apply for a loan and prepare a land
certificate for deposit purpose

2. Call agent to go to Land Admin 3. Agent drives to Land

Office for land certificate (5 mins) Admin Office
(30 + mins)

(2+3+4+5) takes

75+ mins

6. Finish loan application at
bank

Innovation, Compassion, Effectiveness

5. Receive land certificate and 4. Waiting at Land Admin Office
drive to bank (30+ mins) (10 mins)
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ﬁ MOICA-Enabled Application
MOICA-Enabled Applications

[0 Land Administration e-Service for Government Agencies

1. Apply for a loan and » \
2. Apply property certificate on

prepare a property : .
certificate for deposit internet with MOICA, cards

purpose
- W A2 3. Requested info
‘ is retrieved from
servers

(2+3+4) takes
. less than 2

5. Finish loan 4. Receive info from
application at bank CHTD server
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Tl MOICA-Enabled Applications

?» Services

¥ Birth/Death registration

¥ Address change registration

¥ Marriage/Divorce registration

¥ Name change registration

¥ Personal ID Card issuing

¥ Domicile transcripts application

¥ Household registration / population
statistics and reporting

¥ Voter list generation
¥ Etc.

?» Benefits

4 _ ¥ Manpower US $49M / year
Marriage ¥ Waiting Time US $88M / year

: Household
sl Decision Makmg Administration

Information

RIP
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111 MOICA-Enabled Applications

[J Entry and Departure Data Inquiry
[] Restriction from Leaving the Taiwan, etc.

#xiE | EEETE | English | 708 | ZE5E | RREE | S58E | §Exﬁ:"-"ﬁ ]

%E‘éﬁﬂm BITAR: 6027157

- i 8 es @ Eg

BESEH
ALBHBERER LPRGEHHELE)
BRERAS
w5t
r =3 ED
=iEE
| X EBIISE TEMERG. 78R BERSE  SESOHSEIEE  SAWANTIEES
HEREyE
WS
I8ER
DEEHEAR
R 1 - fsremEE  BEARENT  SLTEF ALDOERESSERREEERS -
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111 MOICA-Enabled Applications

[J Bureau of Labor Insurance Online Service Application System
1 Inquiry / Change pension package

1 Apply thei msurance certlflcate

E ETERSc LRERR

- »; _@_ https //edesk bli.gov.tw/na/

i BHEE | @BEmSEs - g REESHNTHE - @ BEOES - ) http--www.rsshandler 3 Facebook E#7 Restaura...
| @ SIEREe cE¥sR : EARB=NESN_ | - v o v SE@® - =260~ IEOQ~ @~ 7

{ELAZRI B SRR R B (e A

- HAANGEE

T

BIABMNERECK M A T FIRA
BN EBICREIS(pInGS) :

eEHm: EE -
(401 : REIG0%E1H1H » $5#A.0600101)

FEERIH ©
E25 N ICEPINGE (BEESIEE0A =20 0L 58 » EIERICREF - BEMNEERE
BEHE DD PREEE] \ MEERE] EINREIRTIPINGE <

EAREE TR (R I RYRIBEER BEe 0 DL R (SRRA
Copyright 2008 53 T {REGSARTEFTT ZER(EMH 1024X768 BEAT B3R 2IBEA 0k

I @ FEER | ZEEES B9 ‘A~ ®125% ~
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MOICA-Enabled Applications

[1 Online Healthcare Insurance Operation Platform ( Bureau of National Health
Insurance )

- OBRESEEEPRBEREE 2RANH - Windows Internet Explorer @@@
S ' 2 [ G
e BOBE | @ TR BRI SERE | BB O & SEQ- F2#0- IAQ- @- 7
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- Doyl Estate Actual Price Registration System

111

7~ MBS FehdiFifk - Windows Internet Explorer [HEIES] P u r ose L]
&6~ &m mai gov v L EE e ] |2 [ ]
L BORE | @ MBRAS L RHRE - B D e - SE®- R2%0- TRO- @- 7
& (R EREDETE) [ Y I it ¥ S 1.To promote the transparency of
S ECRR L R R | wrww Funw  wrwor

> - .
T real estate price
kdhiih— , e . . g . .
: 4%#f.kll!:¢:):lll’iif_‘wH.f!& g FEENBORTE ) Tk - T SRR - SIS R A - 2.av0|d |mpro per pr|C|ng due to
; " . — asymmetric Intormation

- - = EI B (i R T
PIE AR BTREE AT . s R S IE 6.0 LU ERFACRIEEE « AR/ 1024 X 768
dadt : EIHEE ). M C 0422524414

What:

1.Land Adm. Offices receive buy-
sell registration.
2.Real estate agents sign a rental

.
. contract.
o CIEOTh LRI 3.Real estate agents sign a sales agent
contract and make the deals.

S B LEEES ‘3 - MiNE ~

When: Who:
Within 30 days after transfer of real MOICA: Seller, Buyer or Land Registrar
estate MOEACA: Real Estate Agents

© 2014 Institute for Information Industry
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HCA Card

&35 s ¥ A B SmICE
&

% %

{ . 2 B BE SRIISE
. A123456789
.l g 89/01/01

B F 5 . ———

I — 1234 5678 8012

l“a > Ko 4R Fe
' / NATIONAL HEALTH INSURANCE

RSA Card i1ssued from HCA

non-RSA Card for all citizens

to health professionals

o EranawICy

(0 e
S —
L S
2000100

|C Card of Health Institute

Innovation, Compassion, Effectiveness
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TTr Dual-card System
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ﬁ Use of HCA Card

* |C Card of Health Institute
B |nfectious disease report
B Birth report
B National Health Insurance Claim
B E-Document Signhature
m eftc.
** Login to the hospital information system
B Login to the hospital information system
B Access E-Medical Record

B elc.
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~Thank you~
Q&A
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